Fuel Card Fraud

The Internal Audit Department has recently been working with Corp. Ops. and David Graff to investigate the fraudulent use of a PODS fuel card. PODS is fortunate that we already have good controls around this process to help prevent and detect fuel fraud, however, there are some local best practices that can be followed to help further reduce the risk of fuel fraud. As a result, please discuss these tips and best practices with your local drivers:
1. Don’t share or write-down your PIN number. This is unique to you and helps to identify who was using a Corporate fuel card and when.
2. Try to use pumps closest to the storefront whenever possible. Attendants have a better view of those pumps and are more likely to be in security camera range. 
3. Check for unexplained spaces around the card reader or if the card reader looks overly bulky or feels different. Excessive spaces could indicate the card reader has been tampered with.
4. Be on the lookout for suspicious vehicles or people around the fuel station. Card readers inside fuel pumps only have enough memory to hold a set number of cards, so often, someone working with a skimming device will be parked near the station within Bluetooth or WiFi range to pull the information from the card reader. 
5. Newer fuel pumps have internal locks which makes them far more difficult to be compromised. Most skimming devices can only be installed on the inside of the fuel pump, so examine the pump and ensure that the taped seals are not broken. If the taped seal is broken, that’s a good indicator that that pump has been compromised (see the example below).
6. If there is any doubt, please alert the gas station attendant or Manager and choose a different fueling station.

